Why Production Data Centralization Matters for
Smart Manufacturing

| have spent years working inside factories where data lives in silos. One line runs on a SCADA
system from the 1990s, another streams metrics through MQTT to a cloud platform, and the
maintenance team keeps its own spreadsheets. Everyone has a piece of the picture, but no one
sees the whole thing at once. That fragmentation costs time, money, and sometimes safety.
The fix is something | have seen transform operations: production data centralization.

Centralizing production data is not about moving every number into one database and calling it
done. It is about creating a single, coherent view of what is happening on the shop floor, from
the sensor edge to the ERP system. When done well, it lets operators, engineers, and
executives act on the same reality in real time. And it is the foundation for any serious digital
transformation in manufacturing.

Why Siloed Data Fails Modern Factories


https://www.youtube.com/watch?v=IElWR46-npU
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Most industrial sites | visit run a mix of operational technology and information technology.
The OT side includes programmable logic controllers, SCADA systems, and dedicated
protocols like OPC UA. The IT side handles databases, analytics, and business applications.
These two worlds were never designed to talk to each other smoothly. OT prioritises reliability
and low latency; IT prioritises flexibility and scale. Bridging them is the central challenge of
industrial loT.

Without a centralization strategy, each system becomes an island. The SCADA historian logs
process values but cannot share them with the maintenance planning tool. The MQTT broker
streams sensor data to a cloud platform, but the local edge computing node does not see the
same feed. Engineers end up copying data manually, writing fragile scripts, or maintaining
separate data lakes that never align. Every copy introduces drift, and every drift erodes trust in
the numbers.

| once worked with a plant that ran three different historians across five production lines. The
line managers each had their own way of calculating overall equipment effectiveness. When
the plant manager asked for a single OEE number, the answer changed depending on which
historian you queried. That is not a data problem. It is a trust problem.

What Production Data Centralization Actually Looks Like

In practice, production data centralization means setting up a unified layer that ingests data

from every relevant source, normalises it, and serves it to any consumer that needs it. That
layer can take many forms. Some teams build a data fabric that spans on-premise and cloud.
Others adopt a data mesh approach, where domains own their data but share it through agreed
interfaces. Both are valid, as long as the result is a single source of truth that updates in real
time.


https://www.factovia.eu/

The technical backbone usually involves an event-driven architecture. Sensors and controllers
publish messages to a message broker, often using MQTT because it is lightweight and works
well over unreliable networks. The broker distributes those messages to subscribers: stream
processing engines that calculate KPIs, historians that store trends, and dashboards that
visualise the current state. An API gateway wraps these services so that applications like
FactoryTalk or Azure Digital Twins can consume them without needing to know the underlying
protocols.

One plant | visited used a Unifled Namespace to achieve this. They mapped every device, every
tag, and every measurement into a common semantic model. Instead of having to know that a
certain pressure value lived in PLC register N7:10, operators could query it by a meaningful
name like "Line3_Pressure_After_Filter". That simple change cut the time to build new
dashboards from weeks to days. More importantly, it made the data self-documenting.

Real-Time Data Changes Decision Making

When production data is centralised and delivered in real time, the way people make decisions
shifts. Operators stop relying on hourly logs or gut feelings. They see anomalies as they
happen. Maintenance teams get alerts before a bearing fails, because the vibration signature
changed. Production planners adjust schedules based on actual throughput, not forecasts
from last week.

| remember a case where a factory centralised its vibration data from all rotating equipment.
They ran a stream processing job that compared every new reading against a moving baseline.



When a pump on line four started showing higher harmonics, the system flagged it. The team
inspected it and found a misaligned coupling that would have caused a catastrophic failure
within hours. That intervention came from having the right data in the right place at the right
time.

This is where data governance becomes crucial. Centralisation without governance creates
chaos. You need rules about who can publish what, who can subscribe, how long data is
retained, and how to handle gaps or duplicates. Good governance does not slow things down;
it makes the system reliable enough that people actually trust the data.

Edge, Cloud, and the Middle Ground

One question | hear often is whether to process data at the edge or send it to a cloud platform.
The honest answer is that you need both. Edge computing handles low-latency control loops
and keeps running when the network drops. The cloud platform provides infinite storage,
advanced analytics, and the ability to train machine learning models. The trick is deciding what
goes where.

For example, a temperature sensor on a furnace sends readings every second. The edge node
checks each value against a threshold and triggers an alarm if the temperature spikes. That
same stream is also sent to the cloud platform, where it feeds a model that predicts furnace
refractory wear over months. Both uses are valid, and both need the same raw data. Production
data centralization makes that possible without duplicating infrastructure.



| have also seen teams build a data lake to hold all historical data, then use a data mesh to let
different departments access only the subsets they need. The quality team queries past batch
records; the energy team looks at power consumption patterns. Everyone gets a tailored view,
but the underlying data is consistent.

Protocols and Practicalities

On the shop floor, you will encounter a jungle of protocols. Modbus, Profibus, EtherNet/IP, OPC
UA, and vendor-specific APIs. Each device speaks its own dialect. A centralization project must
handle this diversity without asking every manufacturer to change their stack. This is where
OPC UA and MQTT shine as integration standards. OPC UA provides structured information
models and security. MQTT offers lightweight pub/sub messaging. Many modern devices
support one or both, and gateways can translate from older protocols into these modern ones.

| once helped a team connect a legacy packaging line that only spoke Modbus RTU over serial.
They installed a small edge gateway that read the Modbus registers and published the values
as MQTT messages. From that point on, the line appeared in the Unifled Namespace like any
other device. The team did not have to replace a single controller. The investment was a few
hundred euros and a day of configuration. The payoff was visibility into a line that had been a
black box for years.



Common Pitfalls and How to Avoid Them

Centralization projects fail for predictable reasons. Here are a few | have seen repeatedly:

e Underestimating the variety of data formats. Every historian, every controller, every
cloud platform has its own schema. Plan for mapping, not just moving.

e Neglecting network reliability. If the network between edge and cloud goes down,
local systems must keep running. Design for intermittent connectivity.

e Ignoring data quality. Centralising bad data just spreads the problem faster. Put
validation checks early in the pipeline.

¢ Building for the present, not the future. Choose protocols and architectures that can
accommodate new devices and new use cases without a rewrite.

e Forgetting the people who use the data. If the dashboard is confusing or the latency is
too high, operators will go back to their spreadsheets. Test with real users early.

Each of these pitfalls is avoidable with proper planning. The hardest one, in my experience, is
the last. Technical teams often focus on throughput and uptime, but the success of a
centralization project ultimately depends on whether the people on the floor trust and use the
data.

Connecting to Digital Transformation

Production data centralization is not a standalone project. It is the plumbing that makes
everything else possible. Without it, initiatives like predictive maintenance, digital twins, and
real-time optimisation are built on shaky ground. With it, you have a solid foundation that can
scale as your factory evolves.

Consider a digital twin built in Azure Digital Twins. It mirrors the physical system, running
simulations and predicting outcomes. For the twin to be accurate, it needs a constant feed of
real-time data from the actual equipment. If that feed is delayed, filtered, or inconsistent, the
twin becomes misleading. A centralised data layer ensures the twin sees the same picture the
operators see.



The same logic applies to any Al or analytics initiative. Models trained on clean, centralised
data perform better and generalise more reliably than models trained on siloed, inconsistent
data. The phrase "garbage in, garbage out" is never more true than in manufacturing analytics.

Final Thoughts

| have seen production data centralization turn chaotic factories into predictable operations. It
is not a silver bullet. It takes effort, investment, and a willingness to break down organisational
barriers between OT and IT. But the payoff is real: less downtime, better quality, faster decision
making, and a workforce that actually believes the numbers.

If you are starting this journey, begin small. Pick one line or one machine. Centralise its data.
Build a dashboard. Let the team see the value. Then expand. The technology is mature enough.
The standards are there. What matters is the discipline to stick with it and the humility to listen
to the people who work with the data every day.



