A personal phone can be useful on a shift: it may help with travel, family arrangements, or a genuine break. But
when social media, shopping, games, and personal messages sit beside clinical tools, they are always one glance or
tap away. That can interrupt attention—and, depending on what appears on the screen or where information is
sent, create a privacy risk.

The answer is not simply to “be more careful.” Set up your device around your employer's rules, keep patient and
organisational information in approved systems, and make personal apps less visible during work. These steps can

reduce distraction, but they do not replace local policy, clinical procedures, or secure equipment.

Start with your employer’s device and BYOD policy

Before changing settings or installing a work app, check your employer’s policy for personally owned devices (often

called BYOD). A hospital, clinic, or care provider may allow some uses and prohibit others. The rules can differ

between departments, roles, and types of information.
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Ask your manager, IT team, information governance lead, or data protection officer what applies to your situation.

In particular, check:

® Whether personal phones may be used at all during clinical duties, and where they may be used.
* Whether your employer permits a work profile, managed app, or other approved separation method.
* Which communication, storage, clinical, and authentication apps are approved.
® Whether patient information may be viewed on a personal device, and under what conditions.
* What to do if a device is lost, shared, compromised, or displaying information unexpectedly.
® Whether your employer can manage, restrict, or remove work data from a personal device.
Do not assume that a setting you can switch on yourself is an approved work arrangement. A “work” folder, a

second home screen, or a separate browser profile may make apps easier to organise, but it does not
automatically protect data or meet your employer’s requirements.

The Information Commissioner’'s Office (ICO) explains that organisations should take appropriate steps to keep

personal information secure. Its UK GDPR security guidance and advice on working from home are useful starting



points for understanding the kinds of controls an organisation may need. They do not replace your employer's

policies or tell you that a particular personal device is approved for clinical use.
Useful references:

® |CO: Security guidance for organisations

* |CO: Working from home securely

Keep patient and organisational data in approved systems

Use only the systems your employer has approved for the task. This includes clinical records, staff or patient
messaging, email, file storage, photographs, video calls, and authentication. A familiar personal app is not a

suitable substitute just because it is quick to open or already installed.

For example, obgynkey.com do not copy patient details into personal notes, send work files to a personal email
address, or use a consumer messaging app to get around a system that feels slow. Do not photograph a screen
with the camera app unless your employer has specifically authorised that workflow and provided clear

instructions. A photo can create a second copy of sensitive information, with its own storage, backup, and sharing

risks.

If an approved system is unavailable, follow the local downtime or escalation procedure. If you are unsure whether
a tool is approved, pause and ask the appropriate person rather than improvising. That may take a little longer,

but it avoids moving information into an account or service that the organisation cannot properly control.

Use separation for attention—not as a security claim

Some organisations provide a managed work profile or equivalent controls. A work profile can keep approved
work apps and data distinct from personal apps, but the exact features depend on the device, operating system,

and employer’'s configuration. Use it only if your organisation supports it, and follow its setup instructions.

A separate home screen page can also help with attention management. It can put approved work shortcuts in
one predictable place and keep entertainment apps out of your usual work view. But a separate page is only an
arrangement of icons. It does not encrypt data, prevent app access, or turn an unapproved app into an approved

one.


https://obgynkey.com/keeping-work-and-personal-phone-use-separate-practical-habits-for-healthcare-professionals/

Setting or habit What it can help with What it does not guarantee Separate home screen page Reduces visual
clutter and makes work shortcuts easier to find. Does not create a secure work environment or control data
sharing. Work profile use May separate managed work apps and data when configured by your employer. Does
not mean every work-related app or personal device is approved. Focus or Do Not Disturb mode Can reduce
nonessential alerts during a defined period. Does not replace clinical escalation routes or local on-call
arrangements. Hidden notification previews Reduces the amount of message content visible on a locked screen.

Does not prevent someone with access to the unlocked device from viewing content.

Make personal apps less visible during clinical duties

Small layout changes can create useful friction without making approved work harder to reach. The aim is not to

hide personal apps as a substitute for policy. It is to reduce accidental taps and interruptions when you are
focused on care.

1. Create a separate home screen page. Put only the shortcuts you are permitted to use for work on that

page. Keep social, shopping, games, and streaming apps off it.

2. Remove personal apps from the dock or first screen. A small change in reach can interrupt an automatic

tap. You can still access personal apps when appropriate, but they are less prominent during the shift.

3. Use folders carefully. A folder can reduce clutter, but it is not a security boundary. Do not put patient

information, work files, or unapproved apps in a folder and assume they are protected.

4. Turn off nonessential badges and alerts. Red notification counts can pull attention even when the message

is not urgent. Keep any alerts required by your role and local procedures.

5. Use a focus mode only if it fits your duties. Check which calls, messages, and alerts are silenced. Do not

block an approved escalation route, emergency contact, or on-call alert required for your role.

Before relying on a focus mode, test it with a colleague or through your employer's approved test process.
Confirm what gets through, what is silenced, and how the mode behaves when a call or alert arrives. A setting that

is helpful for one person may be unsafe for another role.

Protect lock screen previews and notification privacy

A locked phone can still reveal information if notifications show message text, sender names, appointment details,
or other sensitive content. This matters in shared clinical spaces, on public transport, and at home. It also matters

when a device is left on a desk or handed to someone for a practical reason.

Review lock screen settings for each messaging, email, calendar, and work app. Depending on the device, you may
be able to hide all notification content while locked, show alerts without previews, or control previews app by app.

Choose the most private option that still supports your employer’s approved workflow.

Test the actual lock screen

Do not assume that a setting called "hide previews” behaves the way you expect. Send a test message through a
non-sensitive account or use an approved test notification, lock the phone, and check the screen from the position
someone else might see it. Confirm whether the sender, subject, message text, or calendar details appear. Then

unlock the phone and check that your approved workflow still works.

Repeat the test after a major operating system update, a change in notification settings, or the installation of a
new app. Some apps have their own preview controls, so changing the general phone setting may not be enough.

If the device is managed by your employer, ask IT before changing a setting that might affect required work alerts.



Hide message content on the lock screen where practical.

Review previews separately for personal and work apps.

Check whether alerts appear on a connected watch, car display, or tablet.

Keep the device locked when it is not in use, using the lock method required by your employer.

Do not leave a device displaying clinical information unattended.

Build a shift routine that is easy to repeat

A short routine is more reliable than remembering a long list midway through a busy day. Keep it consistent and

adapt it to your team'’s procedures.

1.

Before the shift: Check that you are using an approved device and approved systems. Confirm any required

work profile or management settings are active.

. Set your attention boundary: Move personal apps off the first screen, enable an appropriate focus mode if

permitted, and check that required calls or alerts can still reach you.

. Check the lock screen: Make sure previews do not expose more than intended. Include connected devices in

the check.

. During the shift: Use the approved system for patient and organisational information. Avoid switching to

personal apps while carrying out a clinical task or handling sensitive information.

. At breaks or after duties: Use personal apps only where permitted and when it will not interfere with care,

handover, or the team'’s arrangements.

. If something goes wrong: Follow your employer’s reporting process promptly if a device is lost, information

is sent to the wrong place, or an unexpected preview appears.

Common mistakes to avoid

Using a personal email as a workaround. Do not forward work messages or files to a personal account

because it is easier to open.
Assuming folders provide security. Folders organise icons; they do not control access to data.

Silencing everything. A focus mode can hide an alert you are expected to receive. Test it against your role’s

escalation arrangements.

Trusting the preview label without checking. Verify the real locked screen, including alerts from connected

devices.

Mixing accounts to save time. Use the account and app approved for the information, even when switching

feels inconvenient.

Installing a tool before checking policy. Ask first, especially for apps that access contacts, photos, files,

location, or notifications.

Keep the goal practical

Good attention management is not about making a personal phone look like a hospital device. It is about

reducing avoidable distractions while respecting the boundaries your employer has set. Start with the BYOD policy,

keep patient and organisational data in approved systems, and use a separate home screen page or work profile

only for the purpose it is designed to serve.



Finally, test the settings in real conditions. Look at the actual lock screen, check what a focus mode blocks, and
make sure required work alerts still function. If the device or setup does not meet your employer’s requirements,

use the approved alternative and ask for guidance rather than creating a workaround.



